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Sandia’s academic alliances establish strategic partnerships to solve science and technology problems of national importance.



The Sandia Academic Alliance (SAA) program takes a deliberate approach to building partnerships with universities that combine strengths in key academic disciplines, contain sizable portfolios of relevant research capabilities, and demonstrate a strong institutional commitment to national security. The SAA program aims to solve significant problems that Sandia could not address alone, sustain and enrich Sandia’s talent pipeline, and accelerate the commercialization and adoption of new technologies.

Thank you TO ALL OF OUR SAA PARTNERS

The Georgia Institute of Technology Georgia Tech Purdue University Purdue The University of Illinois Urbana-Champaign U of Illinois The University of New Mexico UNM The University of Texas at Austin UT Austin
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THE VALUE OF THE SANDIA ACADEMIC ALLIANCE PROGRAM University partnerships play an essential role in sustaining Sandia’s vitality as a national laboratory. The SAA is an element of Sandia’s broader University Partnerships program, which facilitates recruiting and research collaborations with dozens of universities annually. The SAA program has two three-year goals. SAA aims to realize a step increase in hiring results, by growing the total annual inexperienced hires from each out-of-state SAA university. SAA also strives to establish and sustain strategic research partnerships by establishing several federally sponsored collaborations and multi-institutional consortiums in science & technology (S&T) priorities such as autonomy, advanced computing, hypersonics, quantum information science, and data science. The SAA program facilitates access to talent, ideas, and Research & Development facilities through strong university partnerships. Earlier this year, the SAA program and campus executives hosted John Myers, Sandia’s former Senior Director of Human Resources (HR) and Communications, and senior-level staff at Georgia Tech, U of Illinois, Purdue, UNM, and UT Austin. These campus visits provided an opportunity to share the history of the partnerships from the university leadership, tours of research facilities, and discussions of ongoing technical work and potential recruiting opportunities. These visits also provided valuable feedback to HR management that will help Sandia realize a step increase in hiring from SAA schools.

THE 2020-2021 COLLABORATION REPORT The 2020-2021 Collaboration Report is a compilation of accomplishments in 2020 and 2021 from SAA and Sandia’s valued SAA university partners. To learn more about the SAA program, visit www.sandia.gov.
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POSITIVE OUTCOMES SUCCESSFUL ENGAGEMENT STUDENT SUCCESS

Everyone wants to see good triumph, but there can’t be a victory without a difficulty to overcome. The antagonist of 2020 was, undoubtedly, COVID-19. The challenges brought by the pandemic extended to every facet of life, including academic collaborations and educational growth. At Sandia, these activities are paramount to research innovation and to developing the workforce of the future, so it was critical that the Academic Programs team help them continue during a time of remote work. Through the team’s ingenuity, they found ways to connect postdocs effectively with the Sandia resources they needed for their research, facilitated successful remote summer internships, and assisted year-round interns in engaging meaningfully with their teams.

Through great cooperation between Sandia and many universities, the talent pipeline and research collaborations continued to thrive. During 2020-2021, the out-of-state schools in Sandia’s Academic Alliance (SAA): • Assisted with 20 regular hires, including conversions from temporary positions. • Facilitated 16 post-doctoral positions. • Enabled 40 internship opportunities. • Filled 62 year-round student intern positions, as of last September.
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OUTSTANDING SCIENCE COOPERATIVE RESEARCHERS STRONG ALLIANCES

Since President Harry S. Truman commissioned Sandia in 1949, one guiding principle from his letter continues to echo through every effort—exceptional service in the national interest. During 2020, Sandia responded to the needs of the nation by putting out a call out to the entire workforce for rapid response Laboratory Directed Research and Development (LDRD)

ideas that could positively impact the pandemic, irrespective of fields. Likewise, universities around the country began working on COVID-related projects, and at times, Sandia and academic partners collaborated on these efforts.

Through a Memorandum of Understanding (MOU) between Sandia and the University of New Mexico Health Sciences Center, UNM Hospital provided used

personal protective equipment, specifically N95 respirators, to Sandia for evaluation of fit, performance, and integrity of the masks following sterilization procedures. Multiple decontamination methods were assessed for degradation, and the make and model of respirators evaluated for performance. In turn, UNM Hospital allowed Sandia to use de-identified patient data in a project focused on applying artificial intelligence (AI) to predict virus progression and anticipate hospital capacities and resource loads. COVID was a formidable adversary in 2020, but it was met by determined groups of people who found a way to surmount significant obstacles.
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TAKING A QUANTUM LEAP…TOGETHER

Ordinary computer chips use a discrete binary 1 or 0 to indicate on or off respectively. But in nature, things aren’t just in one state or another. When you look at the smallest constituents on the smallest possible scales, uncertainties begin to occur. To accurately study objects at foundational levels, the qubits in quantum computers are needed to simulate biological, chemical, or physical events. Only qubits can be in both off and on states at the same time allowing for uncertainty, and only they can handle the most complicated reactions. This is why quantum computers were so beneficial during the recent pandemic – they were able to handle the immense amounts of data being collected and exponentially accelerate progress.

The five multidisciplinary National Quantum Information Science (QIS) Research Centers, which network together the U.S. national labs, academia and industry, are the result of the National Quantum Initiative Act passed by Congress in 2018. Sandia serves as the leading partner for one of the research centers— the Quantum Systems Accelerator (QSA)—comprising dozens of researchers from 15 labs and universities working to transform rudimentary quantum computers and related technologies into machines that perform valuable work for the U.S. Department of Energy (DOE) and the nation. Such work could include advances in scientific computing, discoveries in fundamental physics, and breakthrough research in materials and chemistry. QSA will receive $115 million over five years to co-design advanced algorithms, devices and engineering solutions; foster collaboration with industry and nongovernmental organizations and lay the groundwork to train a future workforce.

Pictured: Quantum bits of information, or qubits, have the potential to make powerful calculations that classical bits cannot.
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“The QSA combines Sandia’s expertise in quantum fabrication, engineering and systems integration with Lawrence Berkeley National Laboratory’s lead capabilities in quantum theory, design, and development, and a team dedicated to meaningful impact for the emerging U.S. quantum industry,” said Sandia’s Rick Muller, deputy director of the Quantum Systems Accelerator. “The Sandia LDRD program can take major credit for this win in quantum,” Muller said. “It’s unlikely we would be here without the intense and sustained support we’ve received for more than 10 years.”

Sandia is also collaborating on the National Science Foundation (NSF) Quantum Leap Challenge Institute, called Q-SEnSE, and the QIS Program. Many of Sandia’s academic partners are also participating in the quantum research centers including the following SAA schools: U of Illinois, UNM, and UT Austin.

Pictured: Rick Muller helps coordinate Sandia’s

portfolio in quantum information sciences.
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CYBER INNOVATION TO SECURE U S MANUFACTURING FOR DECADES

The Cybersecurity Manufacturing Innovation Institute (CyManII) was formally launched in November 2020. Funded by DOE, CyManII is focused on bolstering U.S. manufacturing competitiveness, energy efficiency, and innovation by addressing early-stage R&D to advance cybersecurity in energy-efficient manufacturing. The Institute brings together 59 member institutions in cybersecurity, smart and energy efficient manufacturing, and deep expertise in supply chains, factory automation, and workforce development. Led by The University of Texas at San Antonio, CyManII leverages the strongest DOE national labs in this area, with Sandia Labs leading in cybersecurity of supply chain management, Oak Ridge National Laboratory leading in advanced manufacturing, and Idaho National Laboratory leading in cybersecurity of industrial control systems and physical infrastructure.

According to Dahlon Chu, Sandia senior manager of Emerging Cyber Capabilities, “CyManII is about applying the nation’s premier capabilities and resources to further strengthen and defend our public and private infrastructure for manufacturing and power delivery.” David M. Nicol, CyManII Vice President for Securing Automation and the Herman M. Dieckamp

Endowed Chair in Engineering at the U of Illinois, agreed: “Modern manufacturing processes are automated and controlled by computers. It’s essential that we protect those computer systems in order to ensure the safe and energy-efficient operation of those processes.” The participation of Purdue, another SAA partner, will be directed by Dongyan Xu, director of the Center for Education and Research in Information Assurance and Security (CERIAS) and the Samuel Conte Professor of Computer Science. Xu noted that understanding evolving technology threats will help secure

10

Sandia Academic Alliance Program



automation and supply chain systems by giving workers the tools they need. “This national consortium will not only share new information and technologies with manufacturers but will also address the need for education, training and workforce development. These are critical skills needed for advanced manufacturing and cybersecurity.” CyManII will leverage up to $70 million in federal funding over five years, subject to appropriations, and the funding will be matched by over $40 million in private cost-share commitments. Sandia will use approximately $800 thousand in the first year to focus on developing a security/supply chain roadmap and finding vulnerabilities in industrial control systems. Sandia and Purdue will collaborate to address secure automation and supply chain. Sandia’s Abe Clements, in Systems Security Research, initially proposed the work along with David Carter, a cyber systems security researcher in San Antonio working under Mike Lopez, Cyber Systems Security manager. Afterward, they recruited other Sandia experts including Brian Gaines in Computer Systems Security Analysis and Brandon Eames in Cyber Mission Alliances to act as points of contact in the collaborative partnership with Purdue. CyManII leverages Clements’ firmware emulation, HALucinator, which locates vulnerabilities in industrial control systems.

Pictured: David M. Nicol, CyManII VP for Securing Automation at U of Illinois

Pictured: Abe Clements, Sandia systems security research and developer of HALucinator firmware

Pictured: Dongyan Xu, Purdue Director of the Center for Education and Research in Information Assurance and Security
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It’s the “START” of something great at Sandia! Four schools known for their academic excellence and scientific capabilities joined Sandia’s Securing Top Academic Research & Talent with Historically Black Colleges and Universities (START HBCU) Program. Sandia Labs Director, James Peery, and Advanced Science & Technology Associate Labs Director and Chief Research Officer (CRO), Susan Seestrom, are both committed to the program’s success. Seestrom signed MOUs with Florida A&M, Norfolk State, North Carolina A&T State, and Prairie View A&M in October 2020. The START HBCU Program is focused on increasing Sandia’s diversity pipeline through the creation of strategic partnerships and cultivation of strong research collaborations with distinguished universities. Each university brings expertise in areas that complement Sandia’s expertise. • Florida A&M (FAMU) provides exceptional research programs in numerous engineering fields and also has an environmental science institute. • Norfolk State (NSU) possesses centers for materials research and cybersecurity, and a development institute in information assurance research. • North Carolina A&T (NC A&T) has an institute in autonomous control and information technology, is focused on machine intelligence research, and has a lab dedicated to intelligent mobile information systems. • Prairie View A&M (PAVMU) is known for its centers in radiation engineering, space exploration and big military data intelligence. • Alabama A&M will join the START HBCU Program in the Fall of 2021. Its areas of expertise include materials science, nanotechnology, cybersecurity, hypersonics, energy, and bioscience. Since the program’s inception, Sandia has funded a total of ten LDRD projects with START HBCU schools in the areas of material science, biology, computing information systems, and engineering STRATEGIC PARTNERSHIPS FORGED WITH FOUR RENOWNED HISTORICALLY BLACK COLLEGES AND UNIVERSITIES

Pictured: NSU President Dr. Javaune Adams-Gaston presented at a Sandia panel discussion to open Black History Month in 2021.

Pictured: Rahni Kellum, business development lead for the START HBCU Program, says, “START HBCU is more than recruiting. It’s about relationships.”
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sciences. In fiscal year 2021, six LDRD collaborations in materials science kicked off with three HBCUs. The synergistic projects connect Sandia mission needs with technical expertise at the universities. For example, Sandia principal investigator (PI) Wei Pan is collaborating with Professor Doyle Temple at NSU to grow quantum materials using a floating-zone technique. This collaboration will also help train the future workforce in the emergent quantum information science industry. Sandia PI Andrew Kustas is partnering with Professor Tarik Dickens and his team at FAMU to examine the feasibility of producing magnetic alloys using a novel dual-mode directed-energy deposition additive manufacture process. Other START HBCU events in late 2020 and into 2021 include:

November 2020: Five Sandians presented “Career Pathways at a National Laboratory: Industry and Academia—the Best of Both Worlds” to graduate students in NCA&T’s “Accelerate to Industry Program.”

February 2021: NSU President Dr. Javaune Adams-Gaston opened a Sandia panel discussion on the importance of HBCUs to kick off Black History Month. April 2021: Sandia and FAMU collaborated on the first “Sandia National Labs Knowledge Exchange (SNAKE) Series” event. After Sandia’s Dr. LaRico Treadwell discussed the mission application space for the materials science spectrum at the first monthly seminar, a discussion on developing fault-tolerant materials to support the Sandia mission led to a proposal by Treadwell and FAMU’s Rebekah Sweat, which was ultimately funded by NNSA and now has five FAMU students, ranging from undergraduate to Ph.D., working alongside the FAMU professors.
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In summer 2020, the Autonomy for Hypersonics (A4H) Mission Campaign established an AutonomyNM Bootcamp lecture series in conjunction with ten university collaborators from across the country. With the support of Sandia CRO and SAA program champion Susan Seestrom, approximately 30 student interns and 12 Sandia SANDIA INTERNS RESEARCH HYPERSONIC AUTONOMY SOLUTIONS AT AutonomyNM BOOTCAMP technical staff participated in the series of eight virtual AutonomyNM Bootcamp lectures, spread over 10 weeks. The participants gained knowledge on building advanced autonomous systems from leading academic experts, including professors from Georgia Tech, U of Illinois, and UT Austin. Interns applied lessons and concepts introduced by each professor in a simulation environment. The SAA team plans to continue to support the growth of this program and is exploring a “Semester-at-the-Labs” concept that would provide course credit for participation. What is AutonomyNM? AutonomyNM fosters collaboration with external partners to enable innovative research that can be spun-in for national security and spun-out for commercialization. This is accomplished through three critical phases: (1) helping Sandia identify, explore, and spin-in novel ideas that provide transformative autonomy solutions, (2) creating paths that allow Sandia autonomy and Al researchers and their collaborators to take their innovative solutions outside of the Labs through spin-off ventures, and (3) developing a pipeline of autonomy and Al talent for the Labs. A new AutonomyNM facility allows Sandia subject matter experts to work alongside external Al researchers to adapt breakthrough technologies for unique mission contexts. AutonomyNM also provides an R&D testbed for modeling and simulation and for live/virtual/constructive experimentation. By being co-located, Sandia employees will gain the know-how to leverage relevant Al and machine learning solutions and tailor them to fit Sandia’s advanced systems and mission needs.
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Sandia signed new MOUs with academic partners Georgia Tech, Purdue and UNM during 2020. Both Georgia Tech and UNM MOUs focus on (1) solving big problems, (2) sustaining and engaging human capital, and (3) accelerating technology adoption in Sandia’s Research Challenge areas. The MOU at Purdue focuses on: (1) hypersonic flight systems, (2) cyber resiliency and resilience in complex systems, (3) trusted systems and communications, and (4) advanced data science. Virtual ceremonies were held for each signing with Sandia CRO Susan Seestrom in attendance. Executive Vice President for Research Chaouki Abdallah signed for Georgia Tech. Provost and Executive Vice SANDIA, UNM, GEORGIA TECH AND PURDUE CONTINUE ACADEMIC ALLIANCE PARTNERSHIPS TO ENABLE GROUNDBREAKING RESEARCH

President for Academic Affairs James Holloway signed for UNM, and Executive Vice President for Research

and Partnerships Theresa Mayer signed for Purdue. Mayer noted, “Sandia National Labs is a recognized world leader in technology

research and implementation. This partnership will allow us to work together to solve significant national issues and problems that no one institution could address alone.”

Pictured: Susan Seestrom, Sandia Associate Labs Director for the Advanced Science and Technology Division and CRO
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Georgia Tech Chaouki Abdallah Executive Vice President for Research Olof Westerstahl Associate Director Strategic Industry Collaborations, Sandia Research Engagements Remi Dingreville Adjunct Assistant Professor, Mechanics of Materials (Based at Sandia National Labs) Rob Butera Vice President for Research Development and Operations KEY LEADERSHIP

Sandia Labs Rebecca Horton Senior Manager in Center 1900, Campus Executive Andre Claudet Manager in Center 1900, Campus Partnership Manager Nicole Streu Technical Recruiting Specialist Scottie-Beth Fleming Recruiting Lead



ADDRESSING SERIOUS COUNTERFEIT CONCERNS IN THE NATIONAL SECURITY SUPPLY CHAIN

An Advanced Persistent Threat (APT) actor is suspected to be responsible for the global cyber- attack via a U.S.-based software company, who disclosed late in 2020 that up to 18,000 customers including sectors of the federal government were running compromised software.
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CONTRIBUTOR SPOTLGHT

Santiago Grijalva

Georgia Tech’s Santiago Grijalva advises the U.S. electricity industry on smart grid interoperability standards and frameworks and grid modernization, and he is a pioneer in decentralized power system control and energy internet. Grijalva, with expertise in computer science and electric power systems, is a leading researcher on smart power systems and renewable energy integration.

Cybersecurity in the supply chain is not a problem affecting only IT. The broad risks touch sourcing, vendor management, supply chain continuity and quality, transportation security and many other enterprise-wide functions. The DOE Office of Cybersecurity, Energy Security, and Emergency Response (CESER) is focused on improving energy infrastructure security, supporting the national security mission, and funding research across the U.S. through awards. Georgia Tech, named No. 1 in undergraduate cybersecurity education by U.S. News and World Report , in 2020 and 2021 respectively, received a two-year, $2 million award from DOE CESER to advance supply chain cybersecurity that includes a $200 thousand subcontract and collaborations between Santiago Grijalva and Sandia’s Ali Pinar. Grijalva is a Georgia Power distinguished professor and director of the Georgia Tech Advanced Computational Electricity Systems (ACES) laboratory. Pinar is a distinguished member of Sandia’s technical staff, distinguished member of the Association for Computing Machinery, and respected expert in network analysis and graph mining. Together, they are applying graph algorithms to real-world problems. “The GridTrust: Electricity Grid Root-of-Trust Decentralized Supply Chain Cyber-Security” project will address counterfeit/cloned components or potentially altered devices. This collaboration is related to the Science and Engineering of Cybersecurity by Uncertainty Quantification and Rigorous Experimentation (SECURE) Grand Challenge at Sandia, which focuses on developing a foundation for cyber modeling and experimentation to catalyze the use of quantitative metrics and analytical evidence, to inform high- consequence national security decisions. This GridTrust project has its roots in a 2019 Sandia Day event held at Georgia Tech that helped to facilitate institutional connections.
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HYPERSONIC RESEARCH IS AT THE CENTER OF MANY SANDIA-GEORGIA TECH COLLABORATIONS

Hypersonic, which is defined as greater than five times the speed of sound, is generally considered to be the point at which aerodynamic heating could have a significant impact on vehicle performance.

Vehicle shape changes in hypersonic flight, creating challenges for flight control. DOE’s past investments into hypersonics have fueled the nation’s current warfighter capability, and DOE is continuing to invest in the future of hypersonics technology

development through Sandia’s Autonomy for Hypersonics (A4H) Mission Campaign. Ani Mazumdar, previously a postdoc with Sandia’s High Consequence Automation and Robotics Group, is now a Georgia Tech assistant professor in the George W. Woodruff School of Mechanical Engineering and adjunct professor in the Daniel Guggenheim School of Aerospace Engineering. Mazumdar is a valuable contributor to the A4H Mission Campaign. His work in motion

primitives has been instrumental in several of A4H’s rapid trajectory

generation projects and is currently being leveraged to develop a library of physics- constrained trajectories for in-flight path

updates to accommodate changes in mission objectives. Some of his work was included in a recent joint Georgia Tech and Sandia publication for the American Institute of Aeronautics and Astronautics SCITECH 2021 conference. Mazumdar’s support and
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CONTRIBUTOR SPOTLGHT

Ani Mazumdar

Georgia Tech’s Ani Mazumdar studies robot mobility with the goal of understanding and achieving agile, versatile, and efficient robot behaviors in unstructured environments. When he was a Sandia postdoc in Albuquerque, he and his team participated in the 2015 DARPA Robotics Challenge Finals. “Systems that can reconfigure have the potential to function effectively in unstructured environments by changing their gearing, shape, or control architecture to best match the changing conditions.”

collaboration goes beyond A4H-funded research, however. He provided support for the AutonomyNM Bootcamp, which is designed to attract collaborative research in AI and autonomy, and he developed a talent pipeline in these critical fields for Sandia. Mazumdar referred several students to the program and is currently working with his Georgia Tech students through a Vertically Integrated Projects course that assists Sandia and the new AutonomyNM robotarium by providing a simulation environment and a fixed-wing platform for hardware implementation. The 30 AutonomyNM Bootcamp interns in summer 2020 gained exposure to Sandia’s unique national security mission and hypersonic research and development. They also gained valuable experience by working on the first two drone systems. Using the drones, the Labs will test new algorithms for autonomous navigation, guidance and control, and target recognition. The AutonomyNM drones will provide Sandia an agile platform to quickly evaluate algorithms and technologies for autonomous flight before incorporating them into larger flight systems and tests. These drones will fly in the new indoor high-bay robotarium, a facility that also provides collaborative office space for visiting AutonomyNM professors. Virtual field days for the AutonomyNM interns were held August 4-6, 2020. Mazumdar said, “The AutonomyNM program gave two of my students a unique opportunity to work directly with some of the world’s leading experts in hypersonics and guidance/ navigation/control. They gained knowledge in two critical areas: (1) understanding the unique challenges faced by algorithms intended for hypersonic flight, and (2) appreciating the multidisciplinary nature of hypersonics research that must combine understanding of high-speed aerodynamics, thermal effects, flight mechanics, feedback control, and artificial intelligence.”
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FACILITATING USE OF ARTIFICIAL INTELLIGENCE FOR MISSION PRIORITIES

A new AI co-design center, launched in 2020, will allow scientists at Georgia Tech, and Sandia and Pacific Northwest national laboratories to develop core technologies that are important for the application of AI to DOE mission priorities—such as cybersecurity, electric grid resilience, graph analytics, and scientific simulations. The Center for AI-focused Architectures and Algorithms (ARIAA), funded with $5.5 million from the DOE Office of Science, is centered around a concept known as “co-design,” alluding to the need for researchers to weigh and balance capabilities of hardware and software. Not a physical facility, but a collaborative environment, the new center will allow researchers at their individual locations to simulate and evaluate AI hardware when employed on current or future supercomputers. “A co-design center provides a wonderful opportunity for people with diverse backgrounds—hardware designers, theoretical computer scientists, mathematicians and domain scientists—to come together to develop solutions to

a very challenging problem, the co-design of machine learning accelerators,” said Sandia project lead Siva Rajamanickam, an expert in high-performance computing. As a collaborator in ARIAA,

Pictured: Tushar Krishna’s research at Georgia Tech focuses on building hardware platforms to run AI applications efficiently.
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CONTRIBUTOR SPOTLGHT

Siva Rajamanickam

Siva Rajamanickam, Sandia project lead for ARIAA, is designing architecture-aware algorithms for next-generation supercomputers. “Utilizing special-purpose computing devices to focus on machine-learning tasks should encourage rapid deployment of these technologies in several fields,” Rajamanickam said. He believes designing such devices and influencing their design elsewhere is important to position the U.S. as a leader in this emerging field. “The [ARIAA] center will focus on the most challenging basic problems facing the young field, with the intention of speeding advances in cybersecurity, electric grid resilience, physics and chemistry simulations and other DOE priorities.”

Sandia will develop methods to effectively use emerging machine- learning devices and provide AI researchers with access to computer facilities and testbeds. The Georgia Tech lead and ON Semiconductor Junior Professor in the School of Electrical and Computer Engineering (ECE) with an adjunct appointment in the School of Computer Science, Tushar Krishna works on custom hardware accelerators for AI. “Georgia Tech provides a great environment to carry out research in hardware- software co-design due to a rich collaborative environment across ECE and the College of Computing, and vibrant research centers such as Machine Learning at Georgia Tech and the Center for Research into Novel Computing Hierarchies that bring together researchers with experience in algorithms, compilers, architecture, circuits, and novel devices, fostering collaboration and innovation,” said Krishna. One focus for the center will be on sparse computations, a type of computation that examines many interactions, recognizing that only a few may affect the outcome to a problem. For example, there might be millions or even billions of users on a social media site, but a user cares about updates only from a few hundred friends. “Sparse computations will be a focus of the ARIAA center because the method greatly reduces the number of computations on problems with large amounts of data,” noted Rajamanickam. “It is highly desirable to several computational areas of interest to DOE.” The center will collaborate closely with DOE’s newly formed Artificial Intelligence and Technology Office, created by former Secretary of Energy Rick Perry to coordinate the department’s AI work and accelerate the research, development, and adoption of AI to impact people’s lives in a positive way.
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IDENTIFYING POTENTIAL CAPABILITIES OF MALWARE WITH A NEW MODELING PROTOTYPE

Identifying the potential capabilities and payloads of malware is critical to remediating and containing the threat to infrastructure.
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CONTRIBUTOR SPOTLGHT

Brendan Saltaformaggio serves as the director of the Cyber Forensics Innovation (CyFI) Laboratory at Georgia Tech, which investigates advanced cybercrimes and the analysis/prevention of next- generation malware attacks. Saltaformaggio said, “CACEE will enable the U.S. government to generate emulation environments by leveraging automated analysis techniques, using only firmware images as released by the manufacturer, extracted from a device, etc.” Saltaformaggio participated with Sandia in Tracer FIRE events to train students through competitive scenarios utilizing malware from real-world cyber campaigns. Brendan Saltaformaggio

Critical U.S. facilities, such as nuclear and electrical plants, are the constant targets of advanced adversaries delivering malicious software, which is designed to harm or exploit programmable devices, services or networks. Identifying the potential capabilities and payloads of malware is critical to remediating and containing the threat to infrastructure. The malware threat extends to industrial control systems (ICS) and their graphical user interface systems known as SCADA (which stands for supervisory control and data acquisition), which are also vulnerable to exploits by attackers. A Department of Homeland Security ICS malware trends whitepaper pointed out that “the discovery of vulnerabilities in ICS devices is still a growing field and that the number of discoveries is likely to increase as researcher interest expands.” Enter Sandia’s cybersecurity specialist Moses Ike and Georgia Tech’s Brendan Saltaformaggio in the School of Electrical and Computer Engineering. Ike’s cybersecurity research on protecting critical infrastructure from ICS malware, in collaboration with Saltaformaggio’s work in hardware constraints estimation for ICS malware triage, resulted in Context-Aware Concolic Execution Engine (CACEE), an initial prototype for modeling unknown hardware features in ICS malware. CACEE’s new capability is essential to effectively reverse engineer malware in critical infrastructure systems because ICS malware targets SCADA networks and exploits connected physical components such as programmable logic controllers. Initial tests of CACEE on real- world ICS samples demonstrated success in locating malware code features with efficiency and accuracy and eliminates the “analyst-in- the-loop” limitation.
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PROVIDING MORE RESEARCH OPPORTUNITIES FOR GRADUATE STUDENTS

CONTRIBUTOR SPOTLGHT

Raheem Beyah, Georgia Tech’s Dean of the College of Engineering, and Robert Butera, Georgia Tech’s VP for Research Development and Operations, Raheem Beyah (top) Robert Butera (bottom)

In January 2020, Georgia Tech’s Executive Vice President for Research (EVPR) Chaouki T. Abdallah signed an agreement stating that new sponsored-LDRD projects in fiscal year 2021 will receive a 1:1 match on Graduate Research Assistantships (GRA) up to one GRA per year (stipend, tuition, fringe). This program applies to new awards and annual funding increments to existing LDRD awards. Rebecca Horton, Sandia senior manager of Academic Programs, said of the new agreement, “This 1:1 cost match is funding more real- world experience for graduate students who will work with Sandia on approved LDRD projects. It’s a win-win.”

helped facilitate the LDRD agreements with Sandia.
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UNDERGRADUATES PARTICIPATE IN STATE- OF-THE-ART PROGRAM AT NANOSCIENCE RESEARCH FACILITY

CONTRIBUTOR SPOTLGHT

Thomas Marchese

Thomas Marchese, one of the undergraduate participants in the CINT User Group community, studied materials science and engineering at Georgia Tech. He was excited to expand his research on mechanical properties of solid-state battery materials at CINT. “The research I’ve conducted and skills I’ve learned at Sandia have properly prepared me for my long-term goals which include graduate school and a position at a national lab or in academia.” He drafted a standard operating procedure for the Cryo Focus Ion Beam/Scanning Electron microscope and the associated transfer systems which will help train many users for years to come on the device.

Eight undergraduate students from Georgia Tech were selected for a unique 2020 pilot initiative held at the Center for Integrated Nanotechnologies (CINT), a DOE-funded nanoscience research facility. The students, selected by Georgia Tech’s Jud Ready, Institute for Materials (iMAT) deputy director and Georgia Tech Research Institute research engineer, conducted research for two months with a CINT scientist on an LDRD-related project in CINT’s collaborative, multidisciplinary environment. They were also provided access to state-of-the-art expertise and instrumentation. The 2020 pilot concluded with students presenting their work for Sandia researchers and Georgia Tech faculty. Three of the eight students continued through the fall with one remaining on site at CINT to continue his research with his mentor; the other two worked virtually from Georgia. The talent pipeline initiative, funded jointly through Sandia and Georgia Tech’s 1:1 cost matching agreement, was led by CINT manager, Jeff Nelson, and continues into 2021 with four new Georgia Tech students who began work at CINT on June 1 along with seven other interns from SAA schools.

Pictured: The Center for Integrated Nanotechnologies in Albuquerque, New Mexico
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LEVERAGING COGNITIVE SCIENCE RESEARCH PRINCIPLES TO STUDY THE HUMAN ELEMENT INVOLVED IN MISSION-CRITICAL DOMAINS

Pictured: Sandia’s Susan Adams wears a cap dotted with electrode sensors that are injected with gel for a research experiment on assessing language comprehension.
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Language is typically thought of in terms of spoken or written communication, but anytime a word is seen or heard, it is processed in the brain as electrical activity. Event-related potentials (ERPs) are the electrophysiological brain response resulting from a stimulus such as a specific sensory, cognitive or motor event. In two different collaborative LDRD projects with University of Illinois Urbana-Champaign (U of Illinois), novel methods are being developed to assess how individuals process language and computer code. In one project, an individual’s language proficiency is being evaluated using ERPs, which are known to be associated with language processing. The response can be time-locked to events of interest, such as the onset of a stimulus in a person’s environment, providing detailed information about how that stimulus was processed by the brain. These ERPs are well- characterized and highly consistent across individuals. While this project builds on existing ERP research to develop testing and data analysis methods that can assess bilingual or multilingual individuals’ proficiency in each of the languages that they can comprehend, Sandia PI Laura Matzen said, “Assessing a person’s linguistic abilities without advance knowledge of those abilities requires innovative research outside of the scope of any prior published work.” Sandia’s academic partners at U of Illinois, including Professor Kara Federmeier in the Department of Psychology and Neuroscience Program, Professor John Willetts in the Aerospace Engineering Department, and graduate student Lin Khern Chia, designed a well-controlled stimulus set of English words to model the structure of knowledge in the semantic memory. Although all of the words presented to participants were in English, the team included individuals in the study with diverse language backgrounds and varying levels of English fluency. The plan to utilize electroencephalograms (EEG) to record each participant’s brain electrical activity with millisecond-level resolution was

(Continued on next page)
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Laura Matzen

put on hold until the summer of 2021, after the pandemic. During the quarantine, the team pivoted to an online study allowing participants to respond to a word-length judgment task. Several unexpected positive outcomes resulted from the change. One, it provided them with a more diverse range of individuals who could be located anywhere in the world. Two, the relatively low cost allowed both teams to collect a much larger sample size (i.e., hundreds of participants instead of 20-30). Matzen also noted that the shift in the approach helped them realize the value of machine learning techniques for data analysis, saying. “Machine learning isn’t traditionally used with EEG research, but by working with Christina Ting, a Sandia expert in machine learning, we saw a different way to approach the data, which is paying off in novel results.” Mallory Stites, a collaborator on Laura Matzen’s project and fellow U of Illinois cognitive psychology Ph.D. graduate, has a separate collaborative LDRD with U of Illinois. In her project, they’re using eye- tracking to understand the moment-to-moment processes involved in reading and understanding code. Due to in-person data collection restrictions imposed during the COVID-19 pandemic, the Sandia team developed a novel experimental paradigm called “artificial foveation” to collect eye-tracking-like data remotely by tracking mouse movements on a screen while a person reads code line-by-line. The U of Illinois and Sandia teams compared differences in viewing patterns between expert and novice programmers as they solve a range of problems in different programming languages and environments, with the goal of understanding the key features that drive how people make sense of code. Collaborators at U of Illinois include Dr. Kiel Christianson, professor and chair of the Educational Psychology Department and Dr. Nigel Bosch, assistant professor in the Educational Psychology Department and the School of Information Sciences. These two projects together demonstrate how Sandia is leveraging basic cognitive science research principles to rigorously study the human element involved in mission-critical domains.

Laura Matzen is a distinguished member of Sandia’s technical staff whose primary interest is using cognitive neuroscience methods to understand how humans process and encoded information in memory. Sandia originally funded Matzen as a graduate student at U of Illinois through the Excellence in Engineering Fellowship. After joining the Labs full time, she recruited three full-time staff and two interns to Sandia from U of Illinois. Speaking on the ERP study and the shift to integrate machine learning, she said, “By Sandia funding a project that is so interdisciplinary, our team could possibly change the way the field approaches this data in the future.”
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DELIVERING PREDICTIVE, AGILE REENTRY TOOLS

If you watch any documentaries about space missions, it’s frequently stated that the most dangerous times for the flight are the 10 minutes after launch and the time of reentry. With regard to reentry, there are critical requirements that must be balanced including deceleration, heating, and the accuracy of landing/impact. Model inputs for some of the nation’s most advanced reentry code is based on a lower-fidelity predecessor from the 1960s. Experts believe the physics models and material properties were calibrated to flight-test data, compensating for model-form error in the legacy code. The validity of such calibrative models is limited in scope, and the mission is rapidly evolving beyond these confines. An LDRD project led by Sandia PI Jeff Engerer and U of Illinois reclaims the technical basis for reentry materials and modeling, defines the process for characterizing and predicting performance of new materials, and will deliver a predictive model. While full-physics experiments are best for producing calibrative models, predictive models are better developed when the experimental conditions are well-known, and later validated in full-physics environments.

While the project focuses on the models and parameters required by reentry codes, the results will also improve the technical basis for a variety of harsh environments. The identified tasks leverage Sandia’s models, infrastructure and expertise, benefit from collaborative experiments at Montana State University that characterize pyrolysis-gas chemistry, and are assisted in chemistry simulations by U of Illinois professor Kelly Stephani and student Mitchell Gosma, and in mesoscale imaging/modeling by U of Illinois professor Francesco Panerai and student Collin Foster.

These improvements better position the nation to meet the demands of rapid development cycles and technological challenges on the 20-year horizon.
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USING ELECTRON DYNAMICS AT THE ATOMIC SCALE TO ADVANCE MODERN ELECTRONICS

Space-based microelectronics found on such things as satellites, or components used in medical nuclear physics therapy, ion-beam surface modification processes, or sensors in civilian nuclear reactors are examples

of electronic components that can be subjected to radiation damage where electronic stopping is important,

according to Sandia researcher Remi Dingreville. To advance silicon- based electronics, research is needed around projectile ions

with high kinetic energies since the transition can damage material structures. In particular, defects created by fast incident projectiles modify a

material’s electrical and mechanical properties and, thus, operational performance. This has profound consequences. Understanding the many underlying fundamental questions creates an immense need for predictive modeling.

For the purpose of one LDRD project, researchers Cheng-Wei Lee and André Schleife from U of Illinois, and Sandia researchers James Stewart, Remi Dingreville and Matthew Foiles are striving to push silicon-based electronics to
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André Schleife

André Schleife directs research at U of Illinois as an associate professor in Materials Science & Engineering. His group’s work revolves around excited electronic states and their real-time dynamics in various materials using accurate computational methods and making use of modern super computers. Speaking of the ion irradiation project, Schleife said, “My experience with first-principles simulations of electronic excited states in materials in general and, more specifically, of electronic stopping in metals and semiconductors prepared me for this work.”

the next level by achieving quantum bits through the introduction of dopants to highly precise spatial control. (Dopants change the electrical fields of silicon-based electronics.) The researchers used ion irradiation because real devices require precise positioning of the dopants and their spacing. Through this commonly-used method, they accelerated an ion in an electric field and shot it into a silicon target. The projectile ion experienced a decelerating stopping force in the target due to its interaction with electrons and nuclei with the complicated multiscale interactions, ultimately determining the final position of the ion inside the target. Taking the method a step further, the researchers combined accurate first-principle electronic-structure models with large-scale atomistic molecular dynamics simulations. This multiscale approach revealed real-time electron dynamics and captured the electron- ion interactions at the atomic scale. The simulations revealed an intricate relationship between electronic stopping forces and the charge equilibration as the projectile moved through the target material. Next, they incorporated the electronic-stopping data from these simulations into longer time and larger length scale molecular dynamics simulations to predict the outcome of ion irradiation. The coarse graining significantly surpassed existing empirical models that ignore the atomistic structure of the target entirely. It also demonstrated that damage formation in a target is significantly affected by electronic stopping. Utilizing such multiscale approaches helps fine-tune experimental parameters and could potentially help achieve better spatial control over dopant positioning in silicon, which is critical for advancing modern electronics. A full article is available in A merican Physical Society .
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